[MpunoxeHwne 2
K 0653aTe/IbHOM UHopMaL i
AN5 pa3MeLLeHnst Ha caiTe

NH®OPMAUVNOHHAA NMAMATKA
O1A OBYUHAKOWNXCA A1 PASMELWEHNA
HA OPVUNATIBHBIX NHTEPHET-PECYPCAX

C KaXabIM rogoM MOJIOAEXWN B MHTEPHETe CTaHOBUTLCA 60/bLUe, a LUKO/b-
HUK/ OfHW M3 CaMbIX aKTUBHbIX Mofb3oBateneil PyHeta. Mexay Tem, MOMUMO
OrPOMHOI0 KO/IM4YeCTBa BO3MOXHOCTEN, MHTEPHET HECET U NpobneMbl. dTa NamsT-
Ka [o/IKHa nomMoyb Tebe 6e30MacHO HaxXOAUTLCA B CETW.

KomnbtoTepHble BUPYChI

KOMMNbIOTEPHBIA BUPYC - 3r0 PasHOBMAHOCTb KOMMbIOTEPHBLIX MPOrpamm,
OT/IMYNTENBbHOM OCOBEHHOCTLIO KOTOPOW ABMSETCH CMOCOOHOCTL K PA3MHOXEHMIO.
B fononHeHNe K 3TOMY, BMPYCbl MOTYT MOBPeAUTb WM MOMHOCTLH YHUUTOXUTb
BCe (hailsibl U AaHHble, NOAKOHTPO/IbHbIE MO/Mb30BATE/NH0, OT UMEHW KOTOPOro Gblna
3anylleHa 3apakeHHas nporpamma, a Takke MOBPeaUTb WM fake YHUUTOXUTb
OrepauyoHHYH0 CUCTEMY CO BCeMM (hainamMu B LefIOM. B GONbLUMHCTBE CllyyaeB
pacrnpoCTPaHSATCA BUPYCbl Yepe3 UHTEPHET.

MeToAb! 3alnTbl OT BPEAOHOCHBIX NPOrpamMm:

1 Wcnonb3yih COBpPEMEHHbIE OMepalMOHHbIe CUCTEMbl, WMEKOLMEe Cepbes-
HbI1 YPOBEHb 3alUMTbl OT BPELOHOCHBIX MPOrpaMm;

2. TMoCTOSAHHO ycTaHaBNMBai HauTh (UM(POBbLIE 3aniaTku, KOTOpble aBTo-
MaTUYeCKM YCTaHaB/IMBAKOTCA C Lie/blo A0paboTKM nporpaMMbl) U apyrue 06HOB-
NEHNs CBOE OnepauuoHHOM cucTeMbl. CkauvBail MX TOMIbKO C O(MLMaNIbHOIO
cavTa paspabotumka OC. Ecim cyuwlecTByeT peXxuM aBTOMaTU4eCcKoro 06HOB/e-
HWUS, BKOYN €ro;

3. PaboTail Ha cBOEM KOMIMbIOTEpe NOA npaBamy Mosib3oBaTens, a He afMu-
HUCTpPaTOopa. OTO He Mo3BONUT 6OJ'IbLIJl/IHCTBy BPeAOHOCHbIX nporpaMmm WHCTaNMn-
pOBaTbCS Ha TBOEM MEPCOHA/IbHOM KOMIbIOTEPE;

4. cnonb3yi aHTUBMPYCHbIE MPOrpaMMHble MPOAYKTbl M3BECTHLIX MPOWU3-
BOAWTENEN, C aBTOMATUYECKUM OOHOB/IEHMEM 6a3;

5. OrpaHuyb Qu3nYecknii 4OCTYN K KOMMbIOTEPY A8 MOCTOPOHHUX /UL,

6. Vicnonb3yil BHELUHWE HOCUTENM MHMOopMauun, Takue Kak (hielka, AUCK
v haiin U3 MHTEPHETA, TO/IbKO M3 NPOBEPEHHBIX UCTOUYHMKOB;

7. He OTKpbIBail KOMMbIOTEPHbIE (halfbl, MOMyYEHHble U3 HEHALEeXHbIX UC-
TOYHMKOB. [axe Te (haiifibl, KOTOpble Npucnan TBOW 3HAKOMbIN. JTydlle YTOUHM Y
Hero, OTNpaB/A/ 1 OH Tebe uXx.

Cern WI-FI

Wi-Fi - 370 He BMA nepefayn gaHHbIX, He TEXHO/IOMMS, a BCero NLb bpeHs,
mapka. Ewe B 1991 rogy HuaepnaHACKas KOMMaHWA 3apernctpuposasia bpeHf



"WECA", uto 0603Ha4ano cnosocoyeTaHune "Wireless Fidelity”, KoTopbii nepe-
BOAUTCA Kak "6ecrnpoBofHast TOYHOCTb".

[10 Hawero BpemeHu foLuna gpyras abopesuartypa, KOoTopas SBMSETCA Takow
Xe TexHonorven. IJt1o abbpeBmatypa "Wi-Fi'. Takoe Ha3BaHuWe Oblf0 AaHO C
HaMeKOM Ha CTaHAapT BbiCLUeN 3BYKOBOW TeXHUKM Hi-Fi, 4To B nepeBoje 03Haya-
€T "BbICOKas TOUHOCTL".

[a, 6ecnnaTHbIA MHTEPHET-AOCTYN B Kale, OTeNsX W asporoprax ABNSETCH
OT/INYHON BO3MOXHOCTbIO BbIXOAa B MHTEPHET. HO MHOrve 3akcnepTbl CUMUTALOT,
4To 06LWeaocTynHble Wi-Fi cetn He aBnstoTca 6e30MacHbIMU.

CoBeTbl Mo 6e30MacHOCTU PaboThl B 00Lef0CTYMHbIX ceTax Wi-fi:

1 He nepepaBaii CBOKO IMYHYO MH(OpPMaLMIO Yepe3 o6LLeaocTynHble Wi-Fi
ceTn. PaboTtast B HUX, XXenate/lbHO He BBOAWTL Maposn AOCTYNa, NOrMHbI U Kakue-
TO HOMEpa;

2. Nicnonb3yih 1 06HOBNAN aHTUBMPYCHbIE Mporpammbl U 6paHaMayep. Tem
caMbIM Tbl 06e30nacuLlb cebs OT 3aKayku BUpYCa Ha TBOE YCTPOMCTBO;

3. Mpy ucnonb3oBaHnn Wi-Fi oTKAouM QyHKUmo "O6LWmiA JocTyn K taid-
naMm 1 npuHtepam”. JaHHas (YHKUMSA 3aKpbiTa Mo yMOMYaHWO, OAHAKO HEKOTO-
pble MOMb30BaTeNIN aKTUBMPYIOT ee A1a yao6CcTBa MCMOb30BaHUA B paboTe Wn
yuebe;

4. He wcnonb3yin nyonuuHblii WI-FL gns nepefayn fIMYHbIX AaHHBIX,
HanpuMep 4719 BbIX0Aa B COLMaIbHbIE CETU WIW B 3/IEKTPOHHYIO MOYTY;

5. Ncnonb3yi TonbKo 3aluileHHoe coeanHeHne yepe3 FITTPS, a He HTTP,
T.e. Npn Habope Beb-aapeca BBOAN UMeEHHO "https://";

6. B MoOWNbHOM Tefe(hoHe OTKMOUN PYHKUMIO "TlogkntoyeHne K Wi-Fi aB-
TOMaTU4eckn™. He gonyckak aBTOMaTUYecKoro nofKIHYeHNs YCTPoMCTBa K ce-
Tam Wi-Fi 6e3 TBoero cornacus.

CoumanbHble ceTu

CoumanbHble CeTU aKTMBHO BXOAAT B Hallly >XM3Hb, MHOTVe fitoan paboTtaroT
M XXMBYT TaM MOCTOSHHO, a B Facebook yxxe 3aperucTpmpoBaH MUIInaps YenoBek,
YTO ABNSETCH OLHOMW CeAbMOW BCEX XKWUTeNeil nnaHeTbl. MHOrve nonb3oBaTenn He
MOHMMAKOT, YTO WH(OpMaUMs, pasmeLleHHas VMU B COLMasIbHbIX CETAX, MOXET
ObITb HalgeHa U UCNONb30BaHa KeEM YroAHO, B TOM 4ucne He 0643aTeNbHO C 6na-
UMW HaMepeHUAMU.

OCHOBHbIe COBETbI M0 6e30MacHOCTU B COLMa/IbHBIX CETAX:

1 OrpaHu4b CMMCOK [py3eil. Y Tebs B ApY3bsAX He AO/MKHO ObITb Chyudaid-
HbIX 1 HE3HAKOMbIX NHOAEN;

2. 3awyar CBOK YaCTHYHO XM3Hb. Fie yKa3biBail Maponun, TenedoHbl, agpe-
ca, JaTy TBOEro POXAEHUA W APYTYH NMYHYKO WMH(OPMaUMIO. 3/10YMbILLEHHUKN
MOrYT MCMO/b30BaTh AaXKe MH(opMaLMo 0 TOM, KaK Tbl M TBOU POAUTENN MS1aHK-
pyeTe MPOBECTU KaHUKY/bI;

3. 3awumiain cBoro penyTauuio - JepXu ee B UYUCTOTe U 3afasaii cebe BO-
Mpoc: XOTen Obl Tbl, YTOOLI APYyrne Mofb30BaTeNin BUAENN, YTO Tbl 3ar pyXaellb?
Mogymaii, Npexxae Yem YTO-TO ONy6/IMKOBaTb, HaNMcaTb U 3arpy3nTb;



4. ECnv Tbl rOBOPULLb C /IOAbMU, KOTOPbIX He 3Haelllb, He UCMOMb3yil CBOe
peasibHOE UMA U APYTrYH NIMYHYIO WHOPMaUUN: UMS, MECTO XXUTENbCTBA, MECTO
y4ebbl 1 rnpouyee;

5. MN3berain pasmelleHns dotorpaduii B VIHTEpHeTe, rae Tbl M306paXKeH Ha
MECTHOCTM, MO KOTOPO MOXXHO OMNpefe/inTb TBOe MECTOMO/IOXKEHNE,;

6. Npn perncTpauun B counanbHON CETU HeOOXOAMMO MCMONb30BaTh CNOXK-
Hble Napo/n, COCTOsALLME U3 BYKB U LMMP U C KOSIMYECTBOM 3HAKOB He MeHee §;

7. Ana coupanbHOM CeTH, NOYTbl M APYruX CaiToB HEOOXOAMMO MCMOJb30-
BaTb pasHble naponu. Torga ecnv Tebs B3N1OMatOT, TO 3/10YMbILLIEHHUKA MofyYart
AOCTYN TOMbKO K OAHOMY MECTY, a He BO BCe Cpasy.

ONEKTPOHHbIE EHLIN

ANEKTPOHHbIE [eHbIM - 3TO OYeHb YAOOHbIA Crnocob niaTexen, ofHaKo Cy-
LLLeCTBYHOT MOLLEHHWKW, KOTOPbIE XOTAT MOMYUYNTb 3TW [EHbIN.

ANEKTPOHHbIE AeHbLIM MOSBUMACL COBCEM HEAABHO M UMEHHO M3-3a 3TOr0 BO
MHOMMX rocyfapcTBax 40 CMX Mop He MPOMnmMcaHo Mpo HUX B 3aKOHaX.

B Poccun »ke OHVM (PYHKLMOHUPYIOT M O HUX Y)Ke MPOnucaHo B 3aKOHe, rae
MX pas3fenstoT Ha HeCKONbKO BWAOB - aHOHUMHbIe M He aHOHVMMHble. PasHuLa B
TOM, YTO aHOHVMHbIE - 3TO Te, B KOTOPbIX pa3peLuaeTcs NnpoBOAWTL onepaummn 6es
MAEHTUMKALMX NONb30BaTeNs, a B HEaHOHUMHbIX MAEHTUUKaLMS MoNb30BaTeNs
ABnseTca 06s3aTe/IbHON.

Takke cneflyet pasnnyaTb 3/IEKTPOHHbIE (PUaTHbIe feHbrn (paBHbI rocynap-
CTBEHHbIM Ba/IlOTaM) W 3/IEKTPOHHbIE He(maTHble AeHbrM (He paBHbI rocygap-
CTBEHHbIM Ba/ltoTam).

OCHOBHble COBETbI M0 6e30MacHoi paboTe C 31EKTPOHHLIMW AeHbramu:

1 MpuBsSXKN K CUETY MOOWUNbHBIA TeneoH. 3TO caMblii YAOOHbIA W ObICT-
PbliA CNOCO6 BOCCTaHOBUTbL AOCTYM K cYeTy. MpuBA3aHHbIA Tened)oH NOMOXET, ec-
M 3abyfellb CBOW MMaTEXHbI Maponb WM 3aifellb Ha CalT C HEe3HaKOMOro
YCTPOICTBA,;

2. Micnonb3yii ogHopa3osble naponun. Mocne nepexoga Ha YCUNEHHYHO aBTO-
pu3aumio Tebe yke He By[eT yrpoXarb ONacHOCTb KPaXXM WK Mepexsara naarex-
HOro Mapons;

3. Bbibepn cnoxHbliin naponb. lMpecTynHMKam OyaeT He MNPOCTO yragaTb
C/IOXHBbIA Naposib. HageXxHble naponu - 3To Naposv, KOTOopble COAePXKaT He MeHee
8 3HaKOB M BKNHOYAOT B Ce6S CTPOUHbIE M MPOMNUCHbIE OYKBbI, Lynudpbl N HECKOSIb-
KO CMMBO/MIOB, Takue KakK 3HaK Aonnapa, (PyHTa, BOCKIMLATENbHbIA 3HAK W T.M.
Hanpumep, StROng!;;

4. He BBOAM CBOW /INYHbIE JaHHbIE Ha CaiiTax, KOTOPbIM HC [OBepseLLb.

DNEKTPOHHasA nouta

ANEKTPOHHasA MoYTa - 3TO TEXHOMOrMA W MpPefoCTaB/sAeMble €t YCyru o
MEePECbLINIKE U NOMYYEHUIO 3/IEKTPOHHbIX COOBLLEHMIA, KOTOPbIE pacnpeaenstoTcs B
KOMMNbIOTEPHON CETU. OObIYHO 3MEKTPOHHBIA MOYTOBbIA AWMK BbIMSAUT Chefy-
oM 06pa3oM: UMs_Nonb3oBaTend@ums_aoMeHa. Takke Kpome rnepegadn npo-
CTOro TeKCTa, MMEeeTCst BO3MOXHOCTL MepeaaBaTh (hansbl.

OCHOBHble COBEeTbI HO 6e30MacHo paboTe C 3MIEKTPOHHOI MOYTOMN:



1 Hago BblGpaTb NpaBW/bHBIA MOYTOBLIA CepBUC. B WMHTEpHeTe ecTb
OrPOMHbI BbIOOP 6ecnnaTHbIX MOYTOBbIX CEPBUCOB, O4HAKO yYlle LOBEpPSATb TEM,
KOro 3Haellb 1 KTO NepBbIil B PENTUHTE;

2. He ykasblBali B IMYHOI MOYTE IMYHYIO MHGopMauuio. Hanpumep, nyyile
BblIOpaTh "My3blKasbHbIA_(haHaT@" nmn “"pok2013" BmecTo "Tema 13"

3. Vcnonb3yin [ByxaTanHyk aBTopu3auuio. JAT0 Korga MOMUMMO Mapons
HY)XHO BBOAMTb KOf, NPUCbINaeMblid no SMS;

4. Bblbepun CNOoXHbIA Naposb. 15 KaKAoro novtoBoro filMKa Ao/MKeH ObITb
CBOW HafeXHbli, YCTOMUMBLIN K B3/IOMY Napofib;

5. Ecnm ecTb BO3MOXHOCTb HarnmcaTb CamOMYy CBOW fIMYHbIA BOMPOC, WUC-
MO/Mb3Yi 3Ty BO3MOXHOCTb;

6. icnonb3yil HECKONMbKO MOYTOBbLIX SALMKOB. [epBblA A1 YacTHOM nepe-
MUCKM C afpecatamu, KOTOPbIM Tbl A0OBEpPSellb. 3TO 3M1EKTPOHHbIA afpec He Hago
MCNOMb30BaTh MPU PerncTpaumm Ha opymax u camrax;

7. He oTkpbiBain (haitfibl 1 Apyrve BNOXEHUS B NUCbMax, AaXe eCn OHU
MpULWAM OT TBOMX Apy3eil. Jlyuywle YTOYHWU Y HUX, OTMPaBASAAN SN OHU Tebe 3Tu
(haiinbl;

8. TlMocne okOHYaHMsi PaboTbl Ha MOYTOBOM CepBUCE Mepes 3aKpbITUEM
BK/1a[IKM C CaiTOM He 3abyab HaKaTb Ha "BbIATI".

KnbepbynivHr nnm BUpTyasibHOE 13[4eBaTeNbCTBO

KnbepbynnuHr - npecnegoBaHne COOBGLLEHUAMN, COfepKalLUMMU OCKopbe-
HWS, arpeccuto, 3anyrvBaHue; XyIuraHcTBo; couuasibHoe GOMKOTMpOBaHMe C Mo-
MOLLbH0 Pa3/IYHbIX MHTEPHET-CEePBUCOB.

OCHOBHbIe COBETbI M0 6opbbe ¢ KNGepbyNIMHIOM:

1 He 6pocarica B 60W. JTyylumidi cnoco6: noCcOBETOBATLCS KaK Cebsi BECTU W,
€C/IM HET TOro, K KOMy MOXHO 006paTuTbCs, TO BHayasie YCMOKOUTbCA. Ecnm Tbl
HayHeWb OTBeYaTb OCKOPO/EHWAMU Ha OCKOPO/EHUS, TO TONbKO elle 60sbLie
Pa3oXOKeLlb KOHMINKT;

2. YnpaBnsil CBOer KnbeppenyTaumen;

3. AHOHUMHOCTb B CeTM MHUMasA. CyLLIeCTBYHOT Crocobbl BbIACHUTb, KTO

CTOUT 3a aHOHUMHbIM aKKayHTOM,
4. He cTOWUT BecTW XYNWraHckuii o6pas BUPTYanbHOW XU3HW. WHTepHeT

(hMKcupyeT BCe TBOWM [EWCTBUA W COXpaHseT UX. YaaimTb UX OyfeT KpariHe 3a-
TPYAHUTENLHO;

5. Cobntoaaii CBOK BUPTYaslbHYH YeCTb CMO/OAY;

6. VIrHopupyi efnMHNYHbIN HeraTne. OHOPa30Bble OCKOPOUTE/IbHbIE CO06-
LWeHNA Nydwe urHopuposatb. OB6bIYHO arpeccus NpekpawiaeTca Ha HavaibHOM
cTaguu;

7. BaH arpeccopa. B nporpammax obmMeHa MrHOBEHHbIMW COOOLLEHMSMK, B
CoUManbHbIX CEeTAX eCTb BO3MOXHOCTbL B/I0KMPOBKM OTMPaBKN COOOLLEHWIA C ornpe-
[eNeHHbIX afpecos;

8. Ecm Tbl cBugeTenib kKnbepbynnmHra. TBou AeACTBUS: BbICTYNUTL MPOTUB
npecnefoBaresns, Nnokasarb eMy, YTo ero [eiMCcTBMA OLEeHMBAKOTCA HeraTuBHO, NOA-
[epXKaTb XepTBY, KOTOPOM HYy>XHa MCUX0M0rnyeckas MoMoLlb, COO6LWMUTL B3POC-
NbIM O (haKTe arpecCUBHOr0 MOBELEHUS B CETMW.



Mo6unbHbIN TenegoH

CoBpeMeHHble CMapTgOHbI 1 NNaHLETbI cofepXkaT B cebe BMOSIHe B3POC/blin
(PYHKLMOHa/, U Ternepb OHU MOTYT KOHKYPWUPOBATb CO CTaLMOHAaPHLIMU KOMIMbIO-
Tepamu. OfHaKo, CPeAcTB 3alyThbl AN8 MOA0OHLIX YCTPOMCTB MOKA OYeHb Maso.
TecTupoBaHMe N MOUCK YA3BUMOCTEN B HUX MPOUCXOAUT He TaK MHTEHCUBHO, Kak
ans MK, To e camoe KacaeTcs Y MOOUNbHBIX MPUNOXEHWIA.

CoBpeMmeHHble MOOU/IbHbIE Bpay3epbl YXKe MPaKTUYeCKU AOrHajv HacTo/lb-
Hble aHanory, OAHaKo paclMpeHne (YHKUMOHaNA BeYeT 3a CO60M 6ONbLLYHO
C/IOXKHOCTb M MEHbLUYHO 3aLlULLEHHOCTb.

[aneko He BCe MNPOM3BOAUTENM BbIMYCKatOT OOHOBMIEHWSA, 3aKpblBatoLme
KPUTUYECKME YA3BUMOCTM A1 CBOMX YCTPOMCTB.

OCHOBHble COBETbI 14 6e30MacHOCTU MOOWNBLHOrO TeseoHa:

Huuyero He ABNseTcA Mo-HacToswemy 6ecnnatHbIM. Byab OCTOPOXXeH, Befb
Korga Tebe npepnaratoT 6eCnaTHLIN KOHTEHT, B HEM MOTYT ObITb CKPbITbl KaKue-
TO MMaTHble YCNyru;

[ymaid, npexae yem otnpaBuTb SMS, GoTo unn B1Aeo. Thbl TOUHO 3HAELLb,
rae oHu OyfyT B KOHEYHOM utore?

HeobxoamMmo 06HOBNATL OMepaLyoHHY0 CUCTEMY TBOErO CMapT(OHa;

cnonb3yin aHTUBMPYCHbIE NPOrpaMMbl 41 MOGWbHBIX TeNeqOHOB;

He 3arpy>kail NpunoXeHUs OT HEM3BECTHOIO WCTOYHWUKA, BeAb OHW MOryT
coAepXkaTtb BpeJOHOCHOe NporpaMMHoe 0becreyeHue;

Mocne TOro Kak Tbl BblAA€eLWb C calTa, rae BBOAWI IMYHYIO MH(OpMaLMLO,
3aiiu B HacTPoOIKK Bpay3epa v yaann cookies;

[Mepvoanyeckn NPOBePsiiA, Kakue MnaTHble YCAyru akTMBMPOBaHbl Ha TBOEM
HOMepe;

[aBail cBOWM HOMEP MOOWMBLHOIO Tened)oHa TOMbKO /OASM, KOTOPbLIX Tl
3HaeLlb M KOMY [0BepSeLLb;

Bluetooth gomkeH 6bITb BbIKMOYEH, KOrda Tbl UM He Monb3yelbes. He 3a-
OblBali MHOr4a NPOBEPATL 3TO.

Online urpobl

CoBpeMeHHble OHMaH-UrPbl - 3TO KPacouHble, 3axBaTblBalOLLME pa3B/ieve-
HUA, 06beANHAKOLWME COTHU TbICAY YeNOBEK MO BCeEMY MUpPY. VTpoKM nccnegyroT
[aHHbIN UM MUp, 06LAOTCA APYr C APYrOM, BbIMOMHAIOT 3afaHus, CPaXkatoTCs C
MOHCTpamy 1 MosyyaroT OMbIT. 3a YAOBO/ILCTBUE OHW MAaTAT: MOKynatT AWCK,
onnaynBatoT abOHEMEHT UM NPMOBPETaOT Kakue-To Ornuun.

Bce 3T cpeacTBa vayT Ha MOAAEPXKaHWE 1 Pa3BUTME UIPbl, a TaKKe Ha camy
6e30MacHOCTb: COBEPLLEHCTBYHOTCA CUCTEMbI aBTOPU3aLMK, BbIMYCKAKOTCA HOBbIE
natuy (LUMpPoBbIe 3amniaTky 419 NporpamMm), 3aKpbIBaKOTCA YA3BUMOCTU CEPBEPOB.

B nopobHbIX wurpax CTOMT ornacaTtbCid He CTOMIbKO CBOWX COMEPHUKOB,
CKO/MIbKO KpaXXu TBOEro napons, Ha KOTOPOM OCHOBaHa CUCTEMa aBTopu3aumu
60/bLUNMHCTBA Urp.

OCHOBHbIe COBETbI M0 6€30MacHOCTV TBOEr0 UrPOBOr0 akKayHTa:

1 Ecnmn gpyron Urpok BefdeT cebs nioxo wim co3gaeT Tebe HenpusaTHOCTY,
3a0/10KMPYI €ro B CrMCKe UrPOKOB;



2. Moxanyics agMMHUCTPaTOPam Urpbl Ha MNI0X0e MOBeLeHVe 3TOro Mrpo-
Ka, XenaTe/lbHO NMPUIOXKNTL Kakune-TO foKa3aTe/IbCTBa B BUAE CKPUHOB;

3. He ykasbIBail NMMYHYO MH(OPMaLMIO B NMpodaiisie nrpbl;

4. YBaXail apyrux y4aCTHMKOB HO Wrpe;

5. He ycTaHaBnmBain HeouLManbHble Natyuv 1 Mogpl;

6. Vicnonb3yii CnoxHble ¥ pasHble Naponu;

7. Oaxe BO BpEMS UIpbl HE CTOUT OTK/IKOYATb aHTMBMPYC. [oka Tbl Urpa-
eLlb, TBOM KOMMbKOTEP MOTrYT 3apasuTb.

@PULLNHT NN KpadKa NINYHbBIX JaHHbIX

O6bI4YHOM KpaXkel feHer U LOKYMEHTOB CEerofHs y)XKe HMKOro He YAMBULLb,
HO C pa3BUTUEM WHTEPHET-TEXHONOINIA 3/10YMbILLIEHHUKN NEePeMeCTUINCL B UH-
TEPHET, N NPOAC/MKAIOT 3aHNUMaTbCA "'NMHOOUMbIM™ [e/10M.

aK nosiBMMacb HOBasi yrposa: WHTEPHET-MOLUEHHMYeCcTBa WM (OULLINHT,
rnaBHas Lieslb KOTOPOro COCTOUT B MOMYYEHUN KOH(PUAEHLMAbHBIX AaHHbIX MO/b-
30BaTesieil - NOrMHOB W Naponeit. Ha aHrnminckom sisbike phishing umtaeTcs Kak
(omwmHr (ot fishing - pbibHas noens, password - Naposb).

OCHOBHble COBETbI M0 60pbbe C PULLMHIOM:

1 Cnegn 3a CBOMM akKayHTOM. ECnin Tbl MoAo3peBaellb, YTO TBOA aHKeTa
Oblna B3/IOMaHa, TO He0OX0AMMO 3ab/10KMPOBaTh €e Y COOOLMTL aAMUHUCTPATO-
paM pecypca 06 3TOM KakK MOXHO CKOpee;

2. Nicnonb3yin 6e3onacHble Be6-CaiTbl, B TOM YMC/e, UHTEPHET-MarasvHoB U
MOUCKOBBIX CUCTEM;

3. Wcnonb3yih cnoXHble M pasHble naponu. Takum 06pa3oM, ecnm Tebs
B3/10Mat0T, TO 3/I0YMbILLIEHHUKX MO/lyyaT AOCTYN TONbKO K OAHOMY TBOeMy Mpo-
(hnnto B CETK, @ HE KO BCEM;

4. Ecnv Tebs B31OMann, TO HEOOXOAMMO MpefynpeauTb BCEX CBOMX 3HAKO-
MbIX, KOTOpble f06aB/ieHbl Y Tebs B ApYy3bsiX, O TOM, 4YTO Tebs B3/IOMasM W, BO3-
MOXXHO, OT TBOEro WUMeHW Oy[eT paccblnatbCAa Cram W CCbIIKA Ha (ULLMHIOBbIE
CalTbl;

5. YcTtaHoBW HagexHbIn naponb (PIN) Ha MOGWNbHBIN TenedoH;

6. OTKNIOUM coxpaHeHWe napons B bpaysepe;

7. He oTKpbiBail thalinbl U ApYrue BAOXEHWA B MUCbMax, fAaXe €eCcNn OHW
NPUWAN OT TBOMX ApYy3eil. Jlydlle YTOYHW Y HUX, OTMPaBMAIN /N OHU Tebe 3Tu
(harinbl.

Lindposas penyTtaums

Lingpposas penyTaums - 3TO HeratvMBHas WM MO3UTMBHAA MHgopmauns B
cet 0 Tebe. KomnpomeTvpyrowas nHpopmaums, pasMeLleHHas B MHTEPHETe, MO-
XXET Cepbe3HbIM 06pa3oM OTPasnUTbCA Ha TBOE peasibHOW »XM3HW. “Ligposast pe-
nyTaups™ - 3T0 TBOM UMUK, KOTOPbIA hopmmpyeTcs U3 MHdopmaumm o Tebe B
NHTEpHeTe.

TBOE MeCTO XXMTe/bCTBa, Y4ebbl, TBOe (DMHAHCOBOE MO/OXEHWE, 0COOEeHHO-
CTW XapakTepa 1 pacckasbl 0 B/IM3KNX - BCE 3TO HaKar/MBaeTCA B CETW.

MHorve noApoCTKN NErkOMbIC/IEHHO OTHOCATCA K MyGAMKauum TNYHON WH-
(hopmaum B MIHTEpPHeTE, He MOHMMAs BO3MOXHbIX MOCNEACTBUA. Tbl AaXke He



CMOXeLUb Aoragarbcs 0 TOM, 4YTO (hoTtorpadms, pasmeLleHHas 5 neT Hasag, cTtana
NPUYNHOM OTKasa NPUHATL Tebs Ha paboTy.

KommeHTapum, pasmelleHne TBOMX (hoTorpaduin u gpyrue gencTsns MoryT
HEe MCYe3HYTb [aXe Moc/ie TOro, Kak Tbl MX YAa/IULWb. Tbl He 3Haellb, KTO COXpa-
HWUN 3Ty MH(OPMaLMIO, Monana M OHa B MOUCKOBbIE CUCTEMbI U COXpPaHWUIach in
OHa, a rnaBHoe: 4YTO MOAYMalOT 0 Tebe OKpyXKatoLive NHoAM, KOTOopble HarigyT w
YyBUAAT 3T0. Haitn nH(opMaLmo MHOIO fIET CNYCTA CMOXET NIH060M - Kak 13 [06-
PbIX MOOYXXAEHWI, TaK U C HaMepeHWeM MPUYMHUTL Bped. 3TO MOXET OblTb KTO
YrOAHo.

OCHOBHble COBETbI M0 3ayTe LM(POBOIA penyTaumn:

1 Mopaywmaii, npexae Yem 4TO-TO Ny6/1MKOBaTh M NepeaasaTh Yy cebsi B 6r1ore
WM B COLMANTIbHOW CETU;

2. B HacTpoiikax npouis yCTaHOBM OrpaHU4YeHWs Ha MPOCMOTP TBOEro
NPoOnAA 1 ero COAePXNMOro, caenait ero TobKo "ans apysen'™;

3. He pa3melain 1 He ykasblBail MHOPMaLMIO, KOTOpas MOXET KOro-nvoo
OCKOpPO6NATb M 06MXKaTb.

ABTOpCKOe npaso

CoBpeMeHHble LUKO/MIbHUKN - aKTMBHbIE M0Nb30BaTeNIM LMGPOBOro mnpo-
cTpaHcTBa. OAHaKO [a/fieKo He BCe 3HatOT, YTO MO/Ib30BaHNE MHOrMMU BO3MOXKHO-
CTAMU LM(POBOro Mupa TpebyeT COOMOAEHNS MpaB Ha WHTENNEKTYa/lbHYH CO6-
CTBEHHOCTDb.

TepMUH "MHTeNNeKTyaslbHasi COBCTBEHHOCTL" OTHOCUTCA K Pa3/IMyHbIM TBO-
PEHVSIM Ye/IOBEYECKOro yMma, HaumHasi C HOBbIX M300peTeHuin 1 3HaKoB, 0603Ha-
YaroLMX COBCTBEHHOCTb Ha MPOAYKTbI M YCIYru, N 3aKaH4MBas KHUramu, ¢oto-
rpauamm, KMHOUIbMaMM U My3blKaslbHbIMW MPOV3BEAEHUSIMUA.

ABTOpCKME MpaBa - 3TO MpaBa Ha WHTE/NeKTyaslbHyt0 COOCTBEHHOCTb Ha
NMPOM3BeAEHNS HayKu, NATepaTypbl U UCKyccTBa. ABTOPCKME NpaBa BbICTYNatoT B
KayecTBe rapaHTWmM TOro, YTO UHIeNNeKTya/lbHbI/TBOPYECKUIA TPy aBTopa He Oy-
[eT HanpacHbIM, JacT eMy CrnpaBef/iMBble BO3MOXHOCTM 3apaboTaTb Ha pesy/ibTa-
Tax CBOEro Tpyna, Nosy4nTb M3BECTHOCTb W MpU3HaHWe. HWKTO 6e3 paspeLueHns
aBTOpa He MOXET BOCMPOM3BOAUTL €ro Npou3BefeHre, PacrnpocTpaHATb, ny6any-
HO JEeMOHCTpMpPOBaTb, NpodaBaTb, MMNOPTUPOBATb, NycKaTb B NpokKaTt, Ny6/NYHO
MCNONHATL, NMOKa3bIBaTL/MCMOMHATL B ampe v pasmelyatb B VIHTepHeTe.

Kcnonb3oBaHve "nmnpaTckoro” nporpaMMHOro obecrneyvyeHuss MOXKET mnpuBe-
CTM K MHOTVMM PUCKaMm: OT MOTEPM AaHHbIX K TBOMM akKayHTaM [0 G/10KMPOBKM
TBOEro YCTPOWCTBa, e YCTaHOB/EHa HenerasibHasa nporpammMa. He CTouT Takke
3abblBaTb, 4TO CYLUECTBYIOT Jflera/lbHble W GecnnaTHble NporpaMmbl, KOTOpPbIe
MOXXHO HaWTWn B CETW.

O noptane

CereBMYOK.pg - TBOW 1aBHbIA COBETUMK B CETU. 3A€eCb Tbl MOXELLUb Y3HaTb
0 6e30MacHOCTN B CETM MOHATHLIM M AOCTYMHbLIM S3bIKOM, & NPY BO3HUKHOBEHUN
KPUTUYECKOW CUTyauun 00paTUTbCH 3a COBETOM. A TaKXe MNPUHATb yyacTue B
KOHKypCax M CTaTb CambIM LM(POBLIM rpaxxgaHNHOM!



